IMOJIOKEHME O 3AIUTE NNEPCOHAJIBHBIX JAHHBIX ITPU UX OGPABOTKE B
WH®OPMAIIMOHHOW CUCTEME INNEPCOHAJILHBIX JAHHBIX

1. OBIIIME ITOJIOKEHUA

1.1. Hacrosmee IlosoxeHue peryaumpyer B COOTBETCTBHH ¢ l'paxxnanckuM komekcom Poccuiickoit
®enepaunu, OenepaabHbiM 3aK0HOM «O NEPCOHANBHBIX JaHHBIX» OT 27.07.2006 No 152-®3, OenepanbHbiM
3akoHoM  Poccuiickort  ®Denmepaumn  «O6  uHObOpMaLMM, HHGOOPMALMOHHBIX TEXHONOFMAX M 3aLUUTe
uHdopmaun» Nel49 ot 27.07.2006r., MHBIMH (enepanbHLIMM 3aKOHAMH M HOPMATHBHBIMM TPABOBBIMU
aktamu Poccuiickoii Denepaunn OTHOLIEHHS, CBA3aHHBIE C OXPAHOW M MCTONb30OBAHHEM TNIEPCOHAJIbHBIX
JaHHbIX, 06pabaTbiBaeMbIX B HH(POPMALMOHHOI cicteme OO0 «BJ-Opto».

1.2. TlonoxkeHue ompenenser coaepkaHue M MOPSIOK OCYLIECTBIEHHS MEPONPHUATHH MO 3aluTe
nepconanbHpIX AaHHbIX OO0 «BJI-Opro». TpeGoBanus ITonoxeHus mocie ero paspaboTku M yTBEPIKAEHHS
AWPEKTOPOM SABIAIOTCA OOA3ATENbHLIMU IS MCTIOJIHEHHS BCEMHM JO/DKHOCTHBIMH JIMLIAMM M COTPYAHMKAMH
OO0 «BJI-Opto» npu mnpoBeneHWH MMM paGoT, CBS3aHHBIX C MCMOJb30BAHMEM CBEACHHH, coaeprKallux
NEPCOHANbHbIE IaHHbIE.

1.3. MeponpusTis Mo TEeXHHYECKOH 3allMTe MEepCOHANbHBIX NAHHBIX ABISIOTC COCTABHON YACThIO
YNPaBJICHYECKOH W MHOM CilyeOHOW IeSTebHOCTH W OCYLIECTBISIOTCS BO B3aMMOCBSA3M C MepamMH Mo
o0ecreyeHnio yCTaHOBIGHHON KOH(HAEHIMATBHOCTH MPOBOANMBIX pabor.

) 1.4, PexxuM 3alMTbl TEpPCOHATBHBIX JAHHBIX YCTAHABIMBAETCS YIIOTHOMOYEHHBIM JIMLIOM B
COOTBETCTBHH C 3aKOHOIATEBCTBOM.

1.5. Kondunenumanshas uupopmauns nomkHa o6pabaTsiBaThes (nepenaBartbes) C MCMOJBb30BAHUEM
3ALUMLUCHHBIX CHCTEM M CpEeACTB HMH(OPMATH3aLMKM M CBS3M WJIM C HCMONb30BAHHEM TEXHHUYECKHX,
MPOrpaMMHbIX, KPHIITOrpagU4ECKUX CPEICTB 3aLUUThI KOH(DHIEHIMATBHOI HH(OpMaLKH, CepTUYULIMPYEMBIX B
YCTaHOBJIEHHOM TOPSJIKE.

1.6. VpoBeHb TexHM4YeCKOH 3alUMTbI KOHOMAEHUMATBHON HHPOPMALMM, a TaKKe nepeveHb
HEOOXOAMMBIX Mep 3alUMThl Onpenensercs AU EPEHLHPOBAHHO MO pesynbraTam obcienoBaHUs OObeKTa
MH(OPMATH3ALMH, C YYETOM COOTHOLIEHHS 3aTPaT HA OPraHM3ALMIO TeXHHYECKOH 3aLluThi MEPCOHAIBHBIX
MaHHBIX W BEIMYMHBI yIIepOa, KOTOPbIH MOXET GbITh HaHeceH CyOBEKTY MepCOHATbHBIX JaHHBIX MPU MX
pasrlalleHuH, yTpaTe, YHUUTOXKEHUH U UCKAKEHHH.

1.7. Cuctembl ¥ cpencTBa HHOPMATH3ALMK U CBA3H, NPEJHA3HAYEHHbIE IS o6paboTku (mepenaun)
MEpCOHANBHBIX JaHHBIX, NOJUKHBI ObITh aTTECTOBAHBI B PEAlbHBIX YCIOBHAX OKCILUTyaTallMH HA MpEAMET
COOTBETCTBHA NMPUHUMAEMBIX MEP M CPEJICTB 3aLUMThI TPEGYEMOMY YPOBHIO 5€30MacHOCTH HHPOPMALIMH.

1.8. IlpoBenenne m06bIX MeponpusTHIi W PabOT ¢ MEPCOHAIBHBIMH aHHBIMH Ge3 NPUHSATHS
HEOOXOANMbIX MEP TEXHHYECKOH 3aLUMTBI MHOOPMALIMK HE JOMYCKaeTCs.

1.9. Caenenus, conepxkaiive nepcoHaIbHble [aHHbIE, ONPEAENSIOTCS nokymeHToM «[lepeueHs
CBEJICHUH, COAEPIKALINX MEPCOHAJIbHBIE JAHHbIEY.

1.10. OrBercTBeHHOCTb 3a BBINONHEHME TpeGoBaHMH HacToswero [lomokeHHs Bosmaraercs Ha
JUpEKTOpa.

1.11.HenocpencTeeHHoe pykoBoacTBO paboTaMu Mo 3aliuTe NEPCOHAJIBHBIX JaHHBIX OCYLLECTBJIAETCS
OTBETCTBEHHBIM 3a 0becrevdeHHe 6e30MacHOCTH NePCOHATBHBIX JAHHbIX.

1.12.®uHancHpoBaHHe  MepONPMATHH MO  TEXHMYECKOH  3alluTe MEPCOHAIBHBIX  IaHHBIX
MPEeAyCMaTPpUBAETCA B CMETE PACXO/I0B Ha obecrnieueHne 6e30MacHOCTH NEPCOHATBHBIX AaHHBIX.

2. OBSI3AHHOCTH U ITIPABA JOJKHOCTHBIX JIMI]

2.1. PyKoBOACTBO TEXHHYECKOH 3alUMTON NMepCOHANBHBIX JAHHBIX BO3JAraeTcsl Ha OTBETCTBEHHOrO 3a
obecrieyenne 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX B CTOMATONOrMYECKOH MOTHKIHHUKE .

2.2. OrBercTBeHHBIH 3a HMHOPMALMOHHYIO GE30MACHOCTh OCYLLECTBISET HEMOCpPEeCTBEHHOE

PYKOBOACTBO pa3pabOTKOH MEPONPUSATHI MO TEXHUYECKOH 3aLUMTE MEPCOHANBHBIX TaHHBIX M KOHTpomo B 000
«BI-OpTto».



2.3. Tlonb3oBaTeNM OCHOBHBIX TEXHMYECKHX CPeACTB M CHCTEM 00s3aHbl BHOCHTH MPEMTONKEHHS O
MPUOCTAHOBKE pPabOT C MCMONB3OBAHUEM CBEJEHMH, COAepKALLMX MEPCOHABHBIE [aHHBIE, B Cllyyae
OOHapyxeHHs yTedkd (WIM MPEaNnochlIOK K yTeuke) STMX cBeneHuid. [lpemnoskeHus: AOKIAMbIBAIOTCS
OTBETCTBEHHOMY 3a obecreueHHe 6e30MacHOCTH NepCOHAbHbIX.

2.4. OrsercTBeHHbIH 3a obecnedyeHHe 6€30MACHOCTH MEPCOHANIbHBIX WMEET MpaBO MPUBJEKATb K
MPOBE/ICHUIO PaboT MO TeXHUYECKOH 3alluTe MepCcOHaIbHBIX JaHHBIX Ha JOrOBOPHOW OCHOBE MpeANpPUATHS,
YUPEXKACHUA U OpraHU3aUMM, MMEIOLLIME IMLIEH3UH Ha COOTBETCTBYIOLIME BUbI AEATEIBHOCTH.

3. INTAHUPOBAHME PABOT I10 TEXHUYECKOM 3AIIUTE NEPCOHAJIBHBIX JAHHBIX U
KOHTPOJIIO 3A BBIIIOJIHEHHUEM PABOT I10 SAIIMTE HH®OPMAIUU

3.1. B OOO «B/I-Opto» cocTaBaSIOTCS roA0BbIe M1aHbI paboT N0 TeXHUUYECKOM 3aLLUTE MEPCOHATbHBIX
AA@HHBIX M KOHTPOMIIO MX BbINOAHEHHs. [IpoekThl MnaHOB paspabaThiBaloTCs OTBETCTBEHHBIM 3a OGECeyeH e
06€30M1aCHOCTH NEePCOHATBHBIX COBMECTHO C OTHEIAMH, BBIMOHSIOLIHMMU paboThl C MepcOHaIbHBIMU AaHHBIMH.
Cpoky pa3spaGoTkH, MpeAcTaBaeHHs U yTBEPKIEHHS MTAHOB YCTaHaBIMBAIOTCS TIaBHBIM BPayoM

3.2. B rojioBblie miaHbl Mo TeXHHYECKOM 3aluTe NEPCOHAIBHBIX JAHHBIX U KOHTPOJTKO BKJTIOYAIOTCS:

- MCPOTIPHATHA MO BBINONHEHHMIO MPUKA30B M PACOPSXKEHHUH TUPEKTOpa MO BOMPOCAM TEXHMYECKOMN 3alUThI
MHbOpMaluK;

- MOArOTOBKA MPOEKTOB pacMOPAAMTENBHBIX JOKYMEHTOB MO BOMPOCAM OPraHM3aLMM TeXHHYECKOH 3aLUUThI
HHDOPMALIMM, HWHCTPYKLMH, peKkOMeHHauuii M ApYruX JOKYMEHTOB Mo ofecreyeHUIo 6e30MacHOCTH
MEPCOHAILHBIX NaHHBIX MPH MCMO/B30BAHMM KOHKPETHBIX TEXHHYECKHX CPEICTB obpaboTku u mepenauu
MH(OPMaLIMK, Ha aBTOMATH3UPOBAHHBIX pabouunx mecrax;

- ATTECTAlMA BBOAMMBIX B JKCIUTYaTAalMIO OCHOBHBIX TEXHMYECKMX CPEICTB M CHCTEM M 3allMIIAEMbIX
NOMELICHHUH, a TaKKe NePUOAUYECKas MepeaTTecTal|s HAXOAAIIMXCS B OKCIUTYyaTallMKi OCHOBHBIX TEXHMYECKHX
CPCICTB M CHCTEM M 3alMILAEMBIX MOMEIIEHHA Ha COOTBETCTBHE TPEGOBAHMSM MO TEXHHYECKOH 3aluTe
KOH(UAEHLMANBHOM UHDOPMALINH;

- MPOBEICHHE NMEPUOAUIECKOrO KOHTPOJIS COCTOSHMA TEXHHUECKOM 3aLLMTh HHDOpMALHH;

- MEPOTPHATHA MO YCTPAHCHHIO HAPYILEHHUH U BbIBJIEHHBIX HEOCTATKOB M0 Pe3y/IbTaTam KOHTPOJIS;

- MCpOTpHATHA MO  COBEPLIEHCTBOBAHMIO  TEXHHYECKOH 3aluuThi MHDOPMaLMM Ha  0ObeKTax
CTOMATOJIOrMUYECKOM MOJUKIMHUKH

3.3. KoHTposnb BBIMONHEHMS MJAHOB M OTHETHOCT MO HHM BO3JAraeTcs Ha OTBETCTBEHHOrO 3a
obecreyeHue 6€30MacHOCTH MePCOHATBHBIX AaHHbIX.

[punoxenue 1. JIuct oznakomnenns ¢ [onoxkenuem Ne 1



